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Abstract Cyberterrorism, a transnational issue, requires effective international and regional laws.
Init iat ives l ike the Budapest Convention on Cybercrime, UNODC Global Program on
Cybercrime, and UNSC Resolutions (1373, 57/239, 1624, and 2462) aim to address this
global problem. However, challenges persist due to divergent national laws, jurisdict ional
complexit ies, and t ime-sensit ive digital evidence. Effective cooperation requires
accelerated data preservation, 24/7 points of contact, and special ized tools. As AI and
quantum technologies evolve, so do threats, necessitat ing concerted responses,
mult i lateral coordination, and technological resi l ience investments to counteract cyber
threats to cri t ical information infrastructure al l  while balancing law enforcement with human
rights and sovereignty concerns.

Keywords Cyber Terrorism, International Laws, Technology, Mult i lateral Coordination, Crit ical
Information Infrastructure.

Introduction Cyber terrorism is a serious 21st-century security concern, blurr ing l ines between warfare
and crime. Unlike tradit ional terrorism, i t  leverages digital infrastructure to attack vital
services and spread terror globally. This requires strong international frameworks,
col lect ive pol icies, and combined efforts.

At the international level, the United Nations has taken substantial steps, part icularly
through Security Council  Resolution 1373, which focuses on l imit ing terrorist f inancing,
while the International Telecommunication Union (ITU) advances cybersecurity standards.
The Council  of Europe's Budapest Convention on Cybercrime harmonizes laws, but a
binding treaty on cyber terrorism remains elusive.[1].

Divergent national laws, jurisdict ional overlaps, and sovereignty concerns hinder a unif ied
global strategy. Technology also outpaces legal frameworks, creating loopholes. A
balanced strategy protecting security while preserving basic r ights is crucial for effective
action against cyber terrorism[2].

Objective of study This paper aims to explore the international legal framework addressing the spread of
cyberterrorism vis-à-vis technological advancement challenges in past few decades.

Review of
Literature

This paper is based on various books and l i terature which are discussed through out the
paper.

Main Text 1.2 Cyber Terrorism and Global Concerns

Cyberterrorism is a 21st-century security threat where terrorism meets cyberspace. The
FBI defines i t  as planned, pol i t ical ly motivated cyberattacks by subnational actors,
dist inct from regular cybercrime. Dorothy Denning broadens this to include attacks meant
to int imidate or coerce governments/societ ies for pol i t ical/social goals, causing violence
or fear. I t  involves non-state actors using cyber capabil i t ies to interfere with populations,
governments, or organizations on a large scale, aiming to create terror, destabi l ize
nations, and sow fear for pol i t ical/ ideological motives.

Cyber-attacks l ike malware, phishing, and ransomware disrupt cri t ical infrastructure,
causing physical, social,  and economic damage[3]..  These attacks can cascade, leading
to mass blackouts, transport delays, and f inancial losses that destabi l ize regions. The
2017 WannaCry attack hit  150 nations, inf l ict ing bi l l ions in damages.

Cyberterrorism affects national economies through direct losses, reduced productivi ty,
stolen IP, and reputational damage. Stolen intel lectual property and trade secrets can
compromise a nation's competit iveness in the global marketplace, while reputational
damage internationally can inf luence foreign capital inf lows and tourism[4].
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The psychological aspect is signif icant, with cyberspace offering deniabi l i ty and
anonymity for hosti le activi t ies. Unchecked, cyber-attacks may spiral into cyber warfare,
disturbing global peace and security. The absence of clear attr ibution procedures makes
it even more diff icult  to respond diplomatical ly to such attacks, fostering an atmosphere
of suspicion and distrust between nations[5].

The Solar Winds 2020 attack targeted government agencies and private insti tut ions,
showing advanced actors can breach key systems and potential ly undermine national
security. Attacks on electoral systems raise concerns about democratic inst i tut ions'
integrity and the possibi l i ty of cyberterrorism affecting pol i t ical processes[6]. 

Cyberterrorism threatens global peace, security, and economic stabi l i ty, r isking
diplomatic breakdowns and tensions. As a transnational issue, i t  requires robust
international law frameworks. The Budapest Convention on Cybercrime (80+ nations)
harmonizes cybercrime laws and cooperation but focuses more on cybercrime than
cyberterrorism. To f i l l  this gap, the UN is working on a comprehensive Convention against
Cybercrime, and the UNODC Global Programme on Cybercrime assists states with
capacity bui lding, training and rapid response instruments[7] .  Strengthened legal
regimes, international cooperation, and capacity-bui lding are crucial to counter
cyberterrorism and protect global security and democratic inst i tut ions [8].

1.3   Council of Europe and the Convention on Cybercrime (2001)

The Council  of Europe played a pioneering role in addressing cybercrime challenges in
the 21st century. Recognizing the transnational nature of digital offenses, i t  adopted the
Convention on Cybercrime (2001), aka the Budapest Convention, to harmonize national
legal responses and enable international cooperation against cybercrimes. As the f irst
international treaty on internet/computer network crimes, i t  remains a cornerstone of
global cyber law frameworks. Open to non-European states, i t 's gained almost universal
reach[9].

Key Provisions of the Budapest Convention

The Budapest Convention tackles cybercrime by introducing substantive and procedural
provisions. Substantive provisions define offenses l ike breaches of computer system/data
confidential i ty, integrity, and availabi l i ty, computer-related offenses, content-related
offenses and   copyright/IPR infr ingements[10]. Procedural provisions enable
investigations with measures l ike   expedited preservation of stored data, real t ime
collection of traff ic data and content interception and   production orders and
search/seizure of data for enabling investigators to lawful ly obtain necessary
evidence[11]. The Convention's framework for cross-border cooperation is key, with
obligations for states to assist in investigations and prosecutions through mutual legal
assistance, extradit ion, and a 24/7 contact network for rapid response. In doing so, i t
anticipates the jurisdict ional complexit ies inherent to cybercrime, where perpetrators,
vict ims, and servers may al l  be located in different countries.

Protocols Addressing Xenophobia and Racism Online

The Council  of Europe adopted an Addit ional Protocol to the Convention on Cybercrime
(2003) to tackle hate speech, xenophobia, and extremist propaganda online. I t  requires
signatories to criminal ize dissemination of racist/xenophobic material,  threats motivated
by racial/rel igious hatred and  denial/ just i f ication of genocide or crimes[12].  

This helps prevent onl ine spaces becoming havens for intolerance and racial hatred[13]
and addresses the ideological roots of terrorist violence, as extremist groups exploit
onl ine platforms for hate, recruitment, and radical ization. By criminal izing xenophobic
and racist propaganda online, the Protocol strengthens the capacity of states to address
the ideological underpinnings of terrorist violence[14].

Relevance for Cyber Terrorism Investigations and Extradition

The Budapest Convention and i ts Protocols have substantial relevance for contemporary
challenges posed by cyber terrorism. The Convention tackles cyber terrorism challenges
through harmonization and cooperation in fol lowing ways:

1. Faci l i tat ing swift  and technological ly relevant investigations with real-t ime
interception, data preservation, and access to stored data indispensable in tracing
cyber terrorists who rely on encryption, anonymity tools, and rapidly disappearing
digital footprints.

2. Cross-border evidence gathering by sharing data stored on servers across mult iple
jurisdict ions. The states are obl igated to cooperate in preserving and sharing such
data, thereby bridging jurisdict ional gaps. I t  al lows securing of crucial evidence
without being hampered by fragmented domestic laws[15].

3. Extradit ion provisions to prevent safe havens for terrorists
4. Preventing abuse of cyberspace for terrorism by criminal izing hate speech and

propaganda, i t  disrupts the communication channels used by terrorist organizations

https://socialresearchfoundation.com/new/research-journal.php#_ftn9
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to mobil ize support.
5. Global relevance with adoption by countries worldwide, enhancing effectiveness

against borderless cyber threats[16].

The Council  of Europe’s Convention on Cybercrime (2001) and i ts subsequent Protocols
represent foundational instruments in the international community’s effort to regulate
cyberspace. By introducing substantive criminal provisions, equipping authorit ies with
procedural powers, and ensuring mechanisms for international cooperation, the Budapest
Convention created a model legal framework that continues to guide global responses to
cybercrime and cyber terrorism al ike. The Protocol addressing xenophobia and racism
online further i l lustrates the Council  of Europe’s foresight in confronting the misuse of
digital platforms for extremist purposes. In the context of cyber terrorism, these
instruments remain vital in ensuring that the digital realm does not become a lawless
arena for transnational threats, but rather a regulated space where states can col lect ively
safeguard security, human dignity, and the rule of law.

1.4 Role of the United Nations in Combating Cyber Terrorism

The UN plays a key role in coordinating global action against cyber terrorism through 
security Council  resolut ions, strategic programs targeting digital threats, mult i-
dimensional approach including legal frameworks, capacity development and international
cooperation mechanisms aimed at combating terrorist abuse of information and
communications technology (ICT)[17].

 ( i)  UNSC Resolution 1373 (2001) and Counter-Terrorism Committee

Security Council  Resolution 1373, adopted on September 28, 2001, in response to the
September 11 terrorist attacks, created the underlying architecture for international
action against terrorism and establ ished the Counter-Terrorism Committee (CTC). The
resolution cal ls on al l  Member States to take robust steps to prevent f inancing, planning,
providing support, or committ ing terrorist acts, including terrorist acts using cyber
technologies. The resolution directly urges Member States to seek ways to increase and
speed up the exchange of operational information regarding the use of ICT by terrorist
groups and to counter terrorist recruitment[18].

(i i)    Resolution 1624 (2005) and Reinforcing Counter-Terrorism Steps

Security Council  Resolution 1624 (2005) tackles incitement to terrorism, including
through  onl ine means in fol lowing ways:

1. Urges states to ban incitement to commit terrorist acts
2. Addresses terrorist use of internet and social media for radical ization and

recruitment
3. Emphasizes balancing security with human rights, especial ly freedom of expression
4. Calls for counter-narrative strategies against onl ine terrorist propaganda
5. Requires states to ensure compliance with international law, including human

rights law.

This involves creating legal frameworks to criminal ize incitement onl ine while
guaranteeing proper guarantees to protect legit imate expression and prohibit ing the
abuse of counter-terrorism legislat ion to st i f le dissent[19].

 ( i i i)    UN Global Counter-Terrorism Strategy and Its Cyber Dimensions

The UN Global Counter-Terrorism Strategy (2006) is a comprehensive framework
addressing cyber terrorism through four pi l lars: [20]

1. Pi l lar I :  El iminate onl ine radical ization
2. Pi l lar I I :  Prevent threats via international cooperation and cybersecurity capacity

building
3. Pi l lar I I I :  Enhance states' counter-terrorism capacity with UN support
4. Pi l lar IV: Uphold human rights and rule of law in counter-terrorism efforts

Recent focus areas include:

1. Crit ical infrastructure threats
2. Virtual asset abuse
3. AI 's dual use in terrorism/counter-terrorism
4. The threats arising from new f inancial technologies and virtual payment systems in

f inancing terrorism (Resolution 2462, 2019).[21]

1.5 United Nations Resolutions and Conventions on International Security

The UN has taken steps to tackle global threats l ike terror, cyber insecurity, and marit ime
threats. Three key tools that represent the UN's posit ive action to enhance international
security architecture[22] are:
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(i)    Resolution 57/239 (2002) :  Promotes a global culture of cybersecurity, focusing on
awareness, pol icy-bui lding, and tech and knowledge transfer to developing nations to
improve their cybersecurity capabil i t ies.[23]. The resolution emphasizes capacity
building, sharing of information, and col laboration between member states to address
increasing cyber threats.

(i i)  UN Convention on Safety of Protected Persons (1973) :  Protects diplomats, heads
of state, and off icials from attacks and kidnappings. This treaty arose as a result of
growing cases of kidnapping, murder, and attacks directed at internationally protected
persons in the 1960s and the early 1970s.[24]

(i i i)  Maritime Terrorism Conventions (1988) :  The seas have always been central to
global commerce, communication, and strategic security. To counter the emergence of
marit ime terrorism, piracy, and i l legal use of marine resources in late 20 th  century two
signif icant conventions that were adopted in 1988 are worth mentioning[25]:

1. SUA Convention:  Prevents marit ime terrorism, piracy, and i l legal acts threatening
marit ime security. I t  provides clari ty on jurisdict ion and extradit ion of offenders for
prosecution and supports international cooperation by mandating the exchange of
information, investigation assistance, and coordination of naval measures to
enforce strengthen regional marit ime security[26].

2. Continental Shelf Protocol:  Secures offshore instal lat ions l ike oi l  r igs, gas
instal lat ions and underwater structures against terrorism and sabotage. The
Protocol criminal izes forcible control of a f ixed platform, violent acts that put
individuals on platforms in danger and leaving destructive devices on instal lat ions.

Combined together these both instruments have establ ished a strong structure against
marit ime terrorism in order to maintain the security of international shipping l ines and
offshore resources[25]. Their relevance has only increased in the 21st century, as piracy
off Somalia's coast, the vulnerabil i ty of South China Sea shipping routes, and dangers to
offshore oi l  instal lat ions in the Middle East have al l  increased.

1.6 Aviation and Transport Security Conventions Relevant to Cyber Terrorism

The international aviat ion and transport security law has historical ly evolved in response
to acts such as hi jacking, sabotage, and bombings. I t  demonstrates a continuing concern
with safeguarding civi l  aviat ion against unlawful interference. The advent of cyber
terrorism has broadened the spectrum of threats to aviat ion and transport infrastructure.
Modern systems rely extensively on digital technologies, satel l i te communications, and
networked operations, making them vulnerable to malicious cyber intrusions.

The principles underlying Tokyo (1963), Hague (1970), and Montreal (1971) original ly
tai lored to physical acts of aviat ion sabotage, are now being extended to address digital
threats. Collectively, these conventions embody key legal principles: international
cooperation, universal i ty of jurisdict ion, deterrence through criminal ization, and the
extension of protection beyond passengers to aviat ion infrastructure. Although crafted in
an era of physical threats, these principles remain directly relevant in responding to the
modern challenge of cyber terrorism[28]. Furthermore, the International Civi l  Aviat ion
Organization (ICAO) has taken a leadership role in this transformation, part icularly
through its 2019 cybersecurity strategy[29].

Extension of Principles to Digital Threats to Aviation Systems

As aviat ion entered the digital age, i ts rel iance on interconnected networks, air traff ic
management systems, and satel l i te navigation exposed new vulnerabil i t ies. The potential
threats are in the form of hacking air traff ic control software to compromising
communication between pi lots and ground staff,  spoofing GPS signals, or manipulat ing
air l ine operational databases[30].” In this context, the core legal concepts of the earl ier
conventions f ind contemporary relevance:

1. Jurisdiction and Accountability:  Cyber terrorists targeting aviat ion systems
should face universal jurisdict ion, l ike hi jackers under the Hague Convention.

2. Protection of Infrastructure:  Digital systems l ike air traff ic management software,
communication satel l i tes and air l ine operational platforms are protected under the
Montreal Convention's precedent.

3. International Cooperation:  States must share info, investigate joint ly, and
harmonize cyber defense protocols, as per the Tokyo Convention.

4. Deterrence through Criminalization: Cyber intrusions into aviat ion systems
should be criminal ized, fol lowing the model of hi jacking and sabotage conventions,
whether or not they cause immediate physical harm.

Thus, while the conventions themselves may not expl ici t ly mention digital threats, their
principles provide a strong normative foundation for adapting legal frameworks to the
cyber era. The extension of these doctr ines underscores the continuity of international
aviat ion law in addressing emerging threats[31].

https://socialresearchfoundation.com/new/research-journal.php#_ftn9
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ICAO Cybersecurity Strategy (2019)

Recognizing the urgency of cyber threats, the International Civi l  Aviat ion Organization
(ICAO) adopted a comprehensive cybersecurity strategy in 2019. This marked a
watershed in integrating cyber resi l ience into global aviat ion security governance. The
strategy is premised on the idea that cybersecurity in aviat ion is not merely a technical
challenge but a matter of international law, cooperation, and governance. The strategy
emphasizes:

1. the development of resi l ient aviat ion systems capable of anticipating, withstanding,
and recovering from cyberattacks. I t  encourages states to integrate cybersecurity
into safety management systems.

2. harmonized regulations and practices across member states thus  al igning national
laws with international norms, fostering trust, and creating a culture of mutual
assistance in cybersecurity matters.

3. the need to strengthen human and insti tut ional capacity, part icularly in developing
countries, to ensure that cyber defenses in aviat ion are globally consistent.
Training, knowledge-sharing, and technical assistance are integral to this effort.

4. promotion of secure platforms for sharing cyber threat intel l igence among states,
air l ines, airports, and technology providers ensuring early detection and
coordinated response to threats[32].

5. embedding cybersecurity into ICAO’s broader aviat ion governance system,
ensuring that states are accountable for compliance and report ing.

6. I t  also encourages the private sector ’s involvement, recognizing i ts crucial role in
providing aviat ion technology and infrastructure.

By adopting this strategy, ICAO effectively bridges the gap between tradit ional aviat ion
conventions and the modern cyber threat landscape. I t  represents a proactive, forward-
looking approach, ensuring that the foundational principles of aviat ion security evolve
with technological advancements. Together, the older instruments and the ICAO strategy
highl ight the adaptabil i ty of international aviat ion law, ensuring that the skies remain
secure in both physical and digital domains[33].

1.7   International Telecommunication Union (ITU) Initiatives

The International Telecommunication Union (ITU), one of the special ized United Nations
agencies, has a pivotal function in the development, regulation, and standardization of
global information and communication technologies (ICT) enabling global connectivi ty
and secure communication infrastructure. I t ’s actions aim at closing the digital gap,
administering spectrum resources, and improving cybersecurity globally[34].

Global Cybersecurity Agenda (2007): In 2007, ITU introduced Global Cybersecurity
Agenda (GCA), a milestone effort to enhance cybersecurity around the globe by
promoting international cooperation and capacity bui lding. The GCA is anchored on f ive
indispensable pi l lars: legal measures, technical and procedural measures, organizational
structures, capacity bui lding, and international cooperation. The broad framework helps
nations develop national cybersecurity pol icies and strategies responding to new
challenges such as cybercrime, espionage, and attacks on infrastructure [35].

Collaboration with Member States for Cyber Resilience: ITU actively supports
telecommunication resi l ience through col laborative actions with member states, regional
organizations, private sector partners, academia and industry, priori t izing emergency
communications, disaster response, and protection of cri t ical infrastructure. The
organization faci l i tates forums for discussion on pol icy making, capacity development,
and best practices on securing telecom networks against growing cyber threats and
technological advancements[34]. ITU faci l i tates mult i-stakeholder dialogues and
partnerships, enabling countries to share knowledge, harmonize regulations, and bui ld
national capabil i t ies tai lored to their unique challenges and resources[37].

ITU's init iat ives extend to fostering inclusive pol icies that consider underserved
communit ies, women, and youth, addressing digital l i teracy and ensuring that cyber
resi l ience benefits al l  populations equitably. Collaborative frameworks developed by ITU
promote harmonized responses to cyber incidents, information sharing, and joint
exercises, thereby mit igating r isks at both national and international levels[38].

1.8   G8 and G20 Contributions to Cyber Terrorism Control

Terrorist groups increasingly exploit  cyberspace for recruitment, propaganda, f inancing,
and potential disruption of cri t ical infrastructures. In response, mult i lateral forums such
as the Group of Eight (G8) and the Group of Twenty (G20) have shaped col lect ive
approaches to counter this transnational threat of cyber terrorism. While the G8
pioneered early init iat ives on high-tech crime in the late 1990s, the G20 has more
recently integrated cybersecurity into i ts global economic governance agenda, with a
part icular focus on safeguarding f inancial systems and cri t ical infrastructure. Together,
these two forums have contr ibuted signif icantly to bui lding frameworks of cooperation,
pol icy coordination, and capacity-bui lding against cyber terrorism[39].

https://socialresearchfoundation.com/new/research-journal.php#_ftn9
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(i) G8 Initiatives:

G8 Subgroup on High-Tech Crime (1997): The G8 establ ished the Subgroup on High-Tech
Crime to address cross-border threats from computer networks. The Subgroup was
tasked with promoting international cooperation in investigating and prosecuting
cybercrime, developing mechanisms for the preservation of digital evidence, and
encouraging harmonization of national laws.

  One of the key outcomes of G8 efforts is establ ishment of 24/7 Network of Contact
Points as an operational mechanism that enabled rapid assistance and information
exchange between member states in cases involving urgent cyber threats. This network
became a prototype for later global structures under the Council  of Europe’s Budapest
Convention on Cybercrime (2001) [40].

Importantly, the Subgroup’s efforts helped lay the groundwork for l inking cybercrime to
broader concerns about terrorism, part icularly as terrorist organizations began
experimenting with onl ine propaganda and digital communication platforms in the early
2000s. The G8’s early recognit ion of these r isks posit ioned it  as a norm-setter and paved
the way for global instruments addressing the intersection of terrorism and
technology[41].

The G8 also emphasized capacity-bui lding through the sharing of best practices on digital
forensics, law enforcement training, and protocols for cooperation with private technology
companies.

(i i)  G20 Initiatives:

The G20, comprising advanced and emerging economies, has taken up cybersecurity
issues in the context of global f inancial stabi l i ty and economic resi l ience. Since the mid-
2010s, G20 summit communiqués have explici t ly recognized the r isks posed by malicious
cyber activi t ies, including their potential use by terrorist networks. The 2015 Antalya
Summit committed to promoting norms of responsible state behavior in cyberspace and
protecting cri t ical infrastructure from disruption. Building on this, the 2017 Hamburg
Summit underl ined the importance of safeguarding the digital economy and encouraged
stronger cooperation against cybercrime and cyber terrorism[42].

G20 Declarations on Cybersecurity and Critical Infrastructure Protection

The G20 has supported the UN Group of Governmental Experts (UN GGE)
recommendations on norms, confidence-building measures, and capacity-bui lding in
cyberspace. The G20 Digital Economy Task Force has promoted resi l ience of digital
infrastructure, encouraging members to adopt robust frameworks for r isk assessment,
incident response, and public-private col laboration. These commitments are crucial
because terrorist groups have targeted cri t ical infrastructure, such as energy grids,
f inancial networks, and transportat ion systems etc. recognizing the catastrophic potential
of such disruptions.

Through these declarations, the G20 has mainstreamed cybersecurity within global
economic governance and signaled a col lect ive commitment to preventing cyberspace
from becoming a theater of terrorism [43].

(i i i)  Cooperation on Preventing Misuse of Digital Finance by Terrorist Groups

One of the most pressing intersections between cyber terrorism and global governance
lies in the misuse of digital f inance. Terrorist organizations have demonstrated increasing
sophist ication in exploit ing onl ine platforms, cryptocurrencies, and mobile payment
systems to raise, transfer, and conceal funds. Recognizing these vulnerabil i t ies, both the
G8 and G20 have undertaken concerted efforts to strengthen f inancial oversight and
mit igate r isks.

The G8’s early focus in the post-9/11 era centered on implementing the Financial Action
Task Force (FATF) standards to combat money laundering and terrorist f inancing. By
integrating cyber dimensions, the G8 highl ighted the growing r isks of anonymous digital
transactions. I ts recommendations encouraged member states to t ighten regulatory
frameworks for onl ine f inancial services and enhance cooperation with the private sector
to track suspicious activi t ies[44].

The G20, given i ts central i ty to global f inancial governance, has advanced this agenda
further. Building on FATF guidance, the G20 has repeatedly underscored the importance
of addressing vulnerabil i t ies in the f inancial technology (f intech) ecosystem. The 2019
Osaka Summit reaff irmed the need for global coordination to ensure that innovations l ike
cryptocurrencies do not provide safe havens for terrorist f inancing.

In addit ion, the G20 has supported capacity-bui lding in developing economies,
recognizing that weak f inancial oversight in certain jurisdict ions creates systemic r isks
that terrorist groups can exploit .  Joint training programs, technical assistance, and peer
review mechanisms have sought to raise global standards of compliance and resi l ience.
Importantly, these measures highl ight the recognit ion that cyber terrorism is not merely a
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security issue but also a f inancial stabi l i ty concern, l inking i t  directly to the G20’s
mandate[45].

(iv)  Key Takeaways  

The contr ibutions of the G8 and G20 to control l ing cyber terrorism reflect a
complementary evolution of global governance. Both forums have also recognized the
importance of public-private partnerships, legal harmonization, and capacity-bui lding in
ensuring effective responses. Although challenges remain such as uneven
implementation, sovereignty concerns, and the fast-evolving nature of cyber threats the
G8 and G20   together play vital roles in ensuring that the digital revolut ion does not
become a weapon in the hands of terrorist actors[46].

Conclusion The widespread impact of cyber-attacks on cri t ical infrastructure has highl ighted the
evolving nature of cyber threats to global security, underscoring the need for a robust
international legal framework to combat this growing problem. The Budapest Convention,
one of the earl iest instruments addressing digital offences, remains a cornerstone for
global cyber law frameworks. The UN has also played a key role in shaping international
legal norms, with various resolutions since 2002 addressing cyber terrorism and digital
terrorism, including terrorist f inancing. Exist ing UN conventions on international security,
such as the Tokyo, Hague, and Montreal Conventions, are being extended to cyber
dimensions. For instance, the principles countering physical threats to aviat ion can be
applied to cyber terrorism, where attacks on digital systems can endanger aviat ion safety.
The ICAO's 2019 cybersecurity strategy provides a global framework for resi l ience,
cooperation, and accountabil i ty in the digital age.

The international community has made efforts to address cyber terrorism threats,
including init iat ives l ike the G8 subgroup on High Tech Crime and G20's focus on
economic stabi l i ty. However, the increasing complexity of cyber threats, fueled by
technological advancements, has created opportunit ies for malicious actors to cause
signif icant harm with minimal consequences. To address this, legal frameworks must be
continuously upgraded and effectively implemented. Harmonizing divergent national
perceptions and strengthening international cooperation through a comprehensive global
instrument is crucial to combating cyber terrorism.
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